
Cyber Liability Insurance



Cyber Liability Survey

• Insurance requirements did not change for 
this coming year

•05 of 86 parishes/schools did not submit a 
survey

• If there is a cyber security incident, 
insurance may not cover these locations.



Cyber Liability Survey MFA

• 16 of 86 locations advise they don’t use MFA with their 
email.

• Email is the most common point of entry for bad actors
• If MFA is enabled, user would need a password and at least 
one other form of account validation

• Every major email client offers MFA, Outlook, Gmail, 
Proton, Fastmail, etc.

• If an event is found to have originated because of lack of 
email MFA, insurance may not cover the loss.



Cyber Liability Survey EDR

• 27 locations advise they don’t have EDR in place 
(Insurance requirement)

• Endpoint Detection Response
• Required by our insurance
• Vendors include Crowdstrike, MS Defender for Endpoint, 

Palo Alto, etc.
• If an event is found to have originated because of lack of 

EDR, insurance may not cover the loss.



Cyber Liability Survey PII

• PII (Personally Identifiable Information)
• Typically does not include info that can be found in 
a phone book (remember those?)

• According to our insurance company, PII would 
include SS #, DL #, Passport #, govt. issued ID’s, 
Credit/debit card #, Bank acct. info, credit history 
and claims data, medical records, health info, 
biometric data, criminal convictions or genetic info. 



Cyber Liability Survey Cloud Storage

• 25 locations report they do not use cloud storage.
• Related to previous slide, A secure cloud storage 

solution should be used instead of keeping PII on a 
computer or server.

• If secured properly, this puts the responsibility of 
data protection on the provider.

• Providers include Google Drive, MS Onedrive, 
Dropbox, etc.



Cyber Liability Survey Vendors

• Our parishes currently use cloud storage for documents that contain PII.

• Paylocity contains all employee pay records so there is no need to keep any of 
this info locally on a server, computer or filing cabinet.

• Parishsoft is universally used in the diocese for parishioner and donor data so 
there is no need to keep this info locally on a server, computer or filing 
cabinet.

• Both of these apps require MFA, password and a 2nd validation form. 

• If an event is traced back to PII loss, insurance may not cover the loss.

• Bottomline, if you have the above info onsite, properly delete or dispose of it. 



Cyber Liability Survey Social Eng. Training

• Our insurance carrier requires this for employees with accounting 
responsibilities.

• 15 locations report they do not do this.

• There are many free training modules available.

• CMG offers them on their website.

• Knowbe4 offers a free homecourse.

• CISA offers social engineering training.

• If an event is traced back to not providing this training, insurance 
may not cover any loss.



Thank You!


