
Network Security

1



Ransomware Experience

• Investigated 9 ransomware incidents, 100s of Trojan, phishing, etc. 
cases

• In 8 ransomware cases I was able to pinpoint when and where the 
ransomware was executed

• In 1 case I advised client to pay ransom
• In all other cases, I was able to restore very recent data from backups
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Ransomware experience

• Most significant case:
• Client executed ransomware (a fake resume in an email) at 8:19 am on a 

Monday morning
• It began encrypting all documents, images and spreadsheets, making them 

unusable
• It completed encrypting the contents of 33,889 folders 16 hours later
• No one recognized this had happened until 8 am the next day
• Due to backups completing on Friday, I advised to pay $500 ransom
• After finding enough bitcoin funding sites to convert $500 to bitcoin, I paid 

the ransom at 3 pm that same day
• Received decrypt instructions 15 hours later and began decrypting
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How to reduce exposure to ransomware

• Backups, Backups, Backups.  Check your backups daily/weekly!
• User awareness training.  Users are the first line of defense and your 

weakest link.  Use simulated phishing tests to give users valid 
examples.  (knowbe4.com)

• Use email spam/content filtering
• Use a smart content filtering firewall
• Use a DNS filtering service (opendns.org)
• Implement automated security update/patch distribution & 

management
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How to reduce exposure to ransomware

• Implement advanced security measures to lower your risk
• Remove all users from domain administrator groups
• Remove all users from local administrator groups
• Disable unneeded services on all workstations and servers
• Implement applocker/software restriction policies
• Use respected Antivirus and set to maximum security
• Be aware of CEO fraud and how it can be used to steal from your organization

• Remove all listings of church email addresses from the web
• Limit social media connections to work (I know it’s tough, but I have a story…)
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Network Security

• Questions?
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